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History

* "Monitoring” at SLAC:
Does not really exist
» “"ranger”
- formerly known as "patrol”
+ modified at DESY: "scout”
* local checks and fixes on Unix machines
- emails to users or administrators about problems

BaBar started some monitoring using Ganglia
(pretty graphs but no alarming)

* Monitoring at Fermi Lab: NGOP
* Monitoring at CERN: LHC Era Monitoring (Lemon)
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Monitoring

- Why:
Health status at current ftime
- Alarming in case of problems (ideally: fix the problem)
- Long term trend analysis
* What:
- Systems being alive and healthy
- Services are running and functional
- Service level agreements are met
+ How:
- Run a probe against or on a device
* Gather data in central place
Display data and allow "data mining"
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What to Monitor

* Networked devices:
network gear, printers, computers, appliances, UPS,
thermal elements

- Services provided by those devices:
OS, disk/memory space, CPU
NFS, AFS, printing, DHCP, electrical power,
temperature reading

- Service levels provided by those services:
50% free /tmp space, 90% batch computing,
95% AFS capacity, temperature < 25°C
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Nagios

Open-source framework for Monitoring
http://www.nagios.org/

» Scheduler for data collection; alarming engine

* Not part of Nagios core:
* plug-ins for measurements ("probes")
» plug-ins for data storage and graphing

- Extensive collection of both as contributed source
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Monitoring Host

External
Command File

A

Nagios'
Architecture...
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Remote Host #1 Remote Host #2
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© Ethan Galstad

Active Senvice Checks Passive Service Checks
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...Nagios' Architecture

Performance Data Processing

_4— nagiosTee.sh —>ﬂ

Monitoring Host
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Internal Event Handler
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Data Storage...

* Handler for Performance Data from Services
* Nagios can have only one
+ I wrote my own that "tees" data to multiple ones: nagiosTee. sh

#!/bin/sh

# add these lines to your Nagios checkcommands.cfg file:

# define command {

# command name process-service-perfdata

# command line /path/to/nagiosTee.sh "$HOSTNAMES" "S$HOSTALIASS" "SHOSTADDRESSS™ "S$H(
o}

HOSTNAME=S$1
HOSTALIAS=S2
HOSTADDRESS=S$3
# etc. etc.

# Now call the real perfdata handlers:

# Nagiosgraph:
/opt/nagios/nagiosgraph/insert.pl "SLASTCHECK\\tSHOSTNAME\\tS$SSERVICEDESC\\tSOUTPUT\\tS]

# PerfParse:
SUSER2/bin/perfparse nagios pipe command.pl SUSER2/var/perfparse.pipe "STIMET" "SHOSTN:
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.Data Storage...

* NagiosGraph
» one rrd file for each service check on each host
- older da’ra ge‘rs coarser
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” ..Data Storage

PerfParse Mefric Analysis

- PerfParse
- MySQL database

» full resolution for entire
data collection

» basic "data mining"
web interface

- easy to write scripts with
SQL queries for more

No problem <o

Reboot! < =
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Local Data Measurements

A

* Nagios master pulls (requests) data
* Most probes work locally on a machine

» Each probe decides whether measurement is
OK, WARNING, CRITICAL, UNKNOWN

» Each probe can (but does not have to) return
"performance data":

®)

% ./check users -w 5 -c 10
USERS OK -
users=3;5;10;0
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Remote Data Measurements

Several mechanisms to remotely execute a probe:
Nagios Remote Plugin Executor (NRPE) at SLAC

NRPE executes probe on a remote machine on
behalf of Nagios master:

©)

% ./check nrpe -H noriclO -c check users
USERS OK -
|users=37,;110,;,150;0

Also works with Windows (haven't tried Mac yet)
+ Can run over SSL

» Can accept parameters from Nagios master
(insecurel)
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"Passive” Data Measurements

A

+ External programs can write measurements into file
which Nagios checks regularly ("push”)

» Client-Server facility for remotely pushed data
(Nagios Service Check Acceptor; NSCA)

» Enables hierarchical monitoring
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Own Data Measurements

* Probes for Unix, Windows, Mac OS X, SNMP,
HP's JetDirect etc. already exist

* Plug-in repository: http://www.nagiosexchange.org/

+ Simple to write your own:
* AFS::MonitorPerl module
* check AFScm.pl, check ubik.pl, check AFSfs.pl

- Thermal sensors connected via terminal server
« check thermal.pl

* More general SNMP plug-in
» Put OID and name in configuration file
* Net::SNMP Yo do the query
» Output in Nagios format (incl. performance data)

- Will probably have to write my own Windows probes
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Own Web Front-End

BaBar uses Ganglia to monitor some of their
computers and services

Effort independent from SCS

Presentation of same data seems more pleasing than
Nagios'

Project with 2 Stanford graduate students:

* Nagios-to-Ganglia data converter which allows Ganglia web
front-end to display Nagios data

It is in production now
Only some minor things are not working
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Exporting to the Grid

+ SLAC participates in the Open Science Grid (0SG)

- Web services interface to Nagios exists: NagiosWS
* No web services interface to PerfParse MySQL DB
+ Summer student will tackle this
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Problems

A

* SLAC or Nagios have some problems
* Lot of probes are not usable in (large scale) production
Works on Windows but need to write our own probes
- Like to have action that simply reboots a machine
DB support for configuration was ripped out in version 2.x

Web interface in version 1.x does not scale very well
* Much better in version 2.x (still beta)
- Still browser rendering performance problems
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Scalability

A

Nagios master machine at SLAC:
» Sun V20z: dual 1.86Hz Opteron, 26B main memory

» Sun StorEdge 6120 Array "T4": hardware RAID 5, 26b/s FC,
~1.6TB usable disk space

* Qlogic QLA2312 Fibre Channel Adapter
- 64bit Fedora Core 3
+ XFS for MySQL DB and RRDtool files partitions

Currently 407 servers with 1096 services configured

Test with all ~2000 SLAC batch machines and 4
services on each showed no problems on master
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References

* Nagios:
http://www.nagios.org/

* NRPE and other plug-ins (click on "Categories” tab)
http://www.nagiosexchange.org/

* NagiosGraph
http://nagiosgraph.sourceforge.net/

* PerfParse
http://perfparse.sourceforge.net/

* NagiosWS
http://www.i-xs.de/nagiosws/
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